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Introduction

e Aviation Security: A New Era

— September 11, 2001
e Terrorist attacks on World Trade Center Twin Towers and Pentagon

— Ongoing Events
e August 10, 2006: Plot to destroy ten U.S. bound transatlantic flights
e December 25, 2009: Christmas day bomber
e May 7, 2012: Al-Qaeda bomber

e Transportation Security Administration (TSA)

e Changes to aviation security systems
— Reinforced cockpit doors
— Expanded federal air marshal program
— Behavior detection techniques (SPOT)
— 100% checked baggage screening
— 3-1-1 liguid and gel policy
— Advanced Imaging Technologies

www.tsa.gov



ar Screening Te

screening
ationale: All passengers could pose a threat

Passenger risk perceived equally
Used from 1970’s to 1998

ective screening
e Rationale: Majority of passengers pose no threat
e Select passengers perceived as higher risk
Targets expensive, specialized resources at high-risk pas:
Used from 1998 to 2001
A PreV is the new trusted traveler program




Prescreening

r-Assisted Passenger Prescreening System
tees - those not cleared by CAPPS
nselectees - those cleared by CAPPS
APPS Il (2003)

* Lacked proper analysis and tests during development
* Dismantled due to privacy concerns

re Flight (2004)

gt Passenger information

{Secure/
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Bosrding Pass to Secure Flight ' Boarding Pass instructions

eening process for RT members (Globz




xplosive detection systems (EDSs)
Automated passenger prescreening (i.e., CAPPS)
Positive passenger-baggage matching (PPBM)

viation and Transportation Security Act (ATSA) waw gesecur
100% screening of checked baggage by December 31, 2002

11 Commission Act of 2007 — Recommendations
Required “screening” of S
* 50% of cargo on passenger aircraft by February 2009 #5885
e 100% of cargo by August 2010 L

urity Programs
plosives detection canine teams
portation Security Inspectors (TSIs) for cargo
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* Travel Document Checker (TDC)
e Visible Intermodal Prevention and Response (VIPR)

e Screening Passengers by Observation Technique (SPOT)
e Chat downs

e Diamond Self-Select program (3 groups)
* TSA PreV

e Liquid Scanners (BLS)

(C) Jacobson 2012




® %EJ@T HATT2H ek




Definitions

iS @ passenger or item that may be invo
of an aircraft or within the airport terminal

2vice is a technology or procedure used to detectat

device capacity is an upper bound on the numb
ssengers or bags that a device can screen

security class is a subset of devices and procedures th
ich a passenger may be screened

i-level screening is an aviation security system i
exists several security classes to screen passeng

d threat value quantifies the passenger
ough an automated prescreening
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Alarm Response

arm occurs for a passenger/bag containing a threat ite
rectly identifies a potential terrorist attack

e Clear (Peril €
o alarm occurs for a passenger/bag containing a threat item
Incorrectly allows a potential terrorist to enter the airport termi

e Alarm (|neffi
alarm occurs for a passenger/bag containing no threat ite
quires additional screening, cost, time

occurs for a passenger/bag containing no th
s nonthreatening passenger
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get limitations, time consuming, questionable effective
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\ssign passengers, baggage,
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eling Approach

l-time dynamic model

ize security, subject to
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Motivation

Objectives

— Maximize security (overall true alarm rate)

— Minimize expected time passenger spends in security system

100 +

. I

[41]
o

. VYaited less than 30 minutes
—B— Satisfied with wait time

March April May June July August

N
L]

Percent of U.S. residents 18 or older who flew in the
past month

Bureau of Transportation Statistics, 2002, www.bts.gov

e Queueing aspects of passenger screening process
e Continual arrival of passengers at security checkpoint (N—>+0)
e Multi-level vs. selective screening systems
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> capacity c,, for security classm = 1,2
ssed threat value a; of passenger i
Juantifies perceived risk resulting from prescreeni

ditional probability of security class m de
t, L (i.e., device true alarm rate)




arrivals

5son process with rate 4> 0
time passenger i arrives at security checkpoint (t; — o as

ity class service times

ponential, with rates 1, > 1, > ... 14,,>0
o e M
ability A< u,
m=1

oer assignments
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Classes (
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e capacity for security class m =1,2,...,M
ses operate independently




State Assignme

ser assignments made independently
ermined set of fixed security class threshold va
security class has infinite capacity (c,,= +0, m = 1,2
rete random variables

(1) Number of passengers that arrive for screening by ti
46 Number of passengers assigned to class m by time t

V()= N2 (0

Number of passengers screened in class m by time
Number of passengers in security class m at ti

S,(t)= N, (e)=N,,(t)

(C) Jacobson 2012




oility transition rates (Chapman Kolmogorov Eq

(8,(t)=0)==4p, P(S,(t)=0)+1,P(S,(¢)

(8,(0)=5,)==Ap,(P(5,()=s,)- P(S,(t)=5, 1)
(

+ 1, (P(S,,(t) =5, +1)= P(S,,(¢)=>s,,))
-state probabilities
P"=limP(S, (¢)=5)=P(S, =s)

t—>o0

distribution , I
Fhaa)

M )\ Ho




ation and Va

Queueing Results for Security Class m =

Steady-state number of passengers in security class m
BENE— 2 (s )= taPn
= Steady-state amount of time a passenger spends in class

1 /2
Var(W )= n A <pU,,
=P ) p, (1 =20, )
curity system

Elw,|=

M

E[S]:mZA:E[Sm] Var(s)=3 Var(s,)

m=1

W= p.lr)  varlh)= 3 pivar(,)

mean, variance:
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imize security (true alarm rate)
nimize expected passenger security sojourn time

sueing analysis

bserve the screening process at each passenger arrival time

terarrival times: exponential with rate 4> 0
g=t—t,
e security class capacities, c,,

od cost function

)st to create balance between objective
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of passengers screened in class m du
m(ti’ti+1):Ni(tiﬂ)_NlZ(ti)

ependent of passenger arrival time, t;
pendent on number of passengers in the system at time ¢,

itional probability for the number of passengers s

re_ﬂmam (lum 5i+1 )n;; / n;! lf "
S, —1 g

= Z gt (ﬂm5i+1 )nm / n,! i
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otherwise

_{1 if s =l

0 otherwise

..,C, positive recurrent and ap




ed-Form Recursic

d number of passengers in security ¢
S (ti+1)]= E[Sm (ti )]+ P (ti )(1_P(N;z (ti’ti+1): 0,8, (ti)z Con ))_ =
oundary condition, E[S,(t;)] =0

ected amount of time passenger i+1 spe
rity system if assigned to security class m

[Wm(ti+1)] n E[Wm(ti )]"'pm—(ti)(l_P(Nriz( i’ti+1): O’Sm(ti): Con ))_IuiE[N

dary condition, E[W,_(t,)] = 1/u,

lass threshold values
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e security system, @ =X _,, 1P, O

| assignment probability error, p,(t) —p,,*
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2ighted Cost Function

C(ti ) v (1_ 771)CZ (ti )+ 771((1_ Uy, )CW (ti )+ 772CP (ti ))
OSpm(i)Sl, m=12,... M

mi_lpm(ti)zl

nonlinear program for p,(t), p,(t), ..., Py,




imulation Model

Dmpare security screening policies a
sensitivity analysis on the objective func
ters.

shold values (used to assigned passengers to
es) are updated each time a passenger arrives
g the NLP for the SPQP. bm(ti)=Fa1(ij(t3

andently seeded runs are used to estimate t
nd the variance of the number of threat ite
and of the time spent within the screeni
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s security system, with N = 1000 passeng
uncated exponential distribution (over [0,1])
E[a] for values < 0.1
ngers arrive as a Poisson process
= 2.5 passengers/minute
nential service times
= 3 passengers/minute, 1, = 1 passengers/minute

ty levels
).75,L,=0.9 (class 2 more secure than class 1)
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Effect of cost weight 7,
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y System Comg

—&— Two-Class System

—&— Selective System ||

e
@

e a passenger spends
urity system (minutes)
stem designed for
assenger throughput

Time Spentin Security System (minutes)

System Security (true
Selective system designe
maximizing security

When 7, = 1, selective syst
is lower since no passengers
secondary screening
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Two-Class System
)| O Security Class 1
& Security Class 2
{| —*— Security System

_ Selective System
O Primary Screening
{| & Secondary Screening

—¥— Security System




ulation Contributic

ion is needed to estimate passenger securit
Irn time due to the dynamically evolving security th
es within the risk-based screening policy.

ulation results demonstrate that a multi-level struct
signed to expedite screening, while a selective scree
tem increases the probability of detecting threat items.

ative security checkpoint designs to analyze the eff
Ise alarm rates and screening times.




Summary

ecurity Application
ematic analysis of the passenger screening proces
timal design of sequential passenger assignment pol
asponsively adapt to changing threat environments

re Extensions
on-exponential interarrival and service time distributio
olore alternative security system structures
tigate dependency among security classes
orate cost associated with resolving alarms (
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